
February 2010 HIPAA Violations & Enforcement 
Failure to comply with the Health Insurance Portability Accountability Act (HIPAA) can result in civil and criminal penalties. 

Civil Penalties  
The “American Recovery and Reinvestment Act of 2009”(ARRA) that was signed into law on February 17, 2009, established a 
tiered civil penalty structure for HIPAA violations (see below).  The Secretary of the Department of Health and Human Services 
(HHS) still has discretion in determining the amount of the penalty based on the nature and extent of the violation and the nature 
and extent of the harm resulting from the violation.  The Secretary is still prohibited from imposing civil penalties (except in cases of 
willful neglect) if the violation is corrected within 30 days (this time period may be extended). 

Criminal Penalties 
In June 2005, the U.S. Department of Justice (DOJ) clarified who can be held criminally liable under HIPAA. Covered entities and speci-
fied individuals, as explained below, whom "knowingly" obtain or disclose individually identifiable health information in violation of the Ad-
ministrative Simplification Regulations face a fine of up to $50,000, as well as imprisonment up to one year. Offenses committed under 
false pretenses allow penalties to be increased to a $100,000 fine, with up to five years in prison. Finally, offenses committed with the 
intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain or malicious harm permit 
fines of $250,000, and imprisonment for up to ten years. 

Covered Entity and Specified Individuals 
The DOJ concluded that the criminal penalties for a violation of HIPAA are directly applicable to covered entities—including health plans, 
health care clearinghouses, health care providers who transmit claims in electronic form, and Medicare prescription drug card sponsors. 
Individuals such as directors, employees, or officers of the covered entity, where the covered entity is not an individual, may also be di-
rectly criminally liable under HIPAA in accordance with principles of "corporate criminal liability." Where an individual of a covered entity is 
not directly liable under HIPAA, they can still be charged with conspiracy or aiding and abetting. 

Knowingly 
The DOJ interpreted the "knowingly" element of the HIPAA statute for criminal liability as requiring only knowledge of the actions that con-
stitute an offense. Specific knowledge of an action being in violation of the HIPAA statute is not required. 

Exclusion 
The Department of Health and Human Services (DHHS) has the authority to exclude from participation in Medicare any covered entity 
that was not compliant with the transaction and code set standards by October 16, 2003 (where an extension was obtained and the cov-
ered entity is not small). 

Enforcing Agencies 
The DHHS Office of Civil Rights (OCR) enforces the privacy standards, while the Centers for Medicare & Medicaid (CMS) enforces both 
the transaction and code set standards and the security standards.  Enforcement of the civil monetary provisions has not yet been tasked 
to an agency. 

Information from the American Medical Association - http://www.ama-assn.org/ama/pub/physician-resources/solutions-managing-your-practice/
coding-billing-insurance/hipaahealth-insurance-portability-accountability-act/hipaa-violations-enforcement.shtml  

HIPAA Violation  Minimum Penalty  Maximum Penalty  
Individual did not know (and by exercis-
ing reasonable diligence would not have 
known) that he/she violated HIPAA  

$100 per violation, with an annual maxi-
mum of $25,000 for repeat violations 
(Note: maximum that can be imposed by 
State Attorneys General regardless of 
the type of violation)  

$50,000 per violation, with an annual 
maximum of $1.5 million  

HIPAA violation due to reasonable 
cause and not due to willful neglect  

$1,000 per violation, with an annual 
maximum of $100,000 for repeat viola-
tions  

$50,000 per violation, with an annual 
maximum of $1.5 million  

HIPAA violation due to willful neglect but 
violation is corrected within the required 
time period  

$10,000 per violation, with an annual 
maximum of $250,000 for repeat viola-
tions  

$50,000 per violation, with an annual 
maximum of $1.5 million  

HIPAA violation is due to willful neglect 
and is not corrected  

$50,000 per violation, with an annual 
maximum of $1.5 million  

$50,000 per violation, with an annual 
maximum of $1.5 million  
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Product Spotlight 
 

 

HIPAA Protector and MEDEFENSE Plus 
(Claims Made) 

 

Two options available for individual physicians, group practices, billing entities and other organizations providing 
medical services: 
 
Option #1:  HIPAA PROTECTOR  
Coverage for defense costs and civil fines and penalties levied by governmental agencies resulting 
from violations of HIPAA. 
 

HIPAA Exposure 
HIPAA is standardizing strict privacy regulations aimed at improving the security and confidential-
ity of health information.  New rules restricting the use of patient information has created an ex-
panded patient privacy regulation exposure for physicians, medical groups, hospitals and other 
healthcare and non-healthcare related entities.  The HIPAA Protector can provide protection from 
the costly legal expenses and potential fines and penalties arising form HIPAA violations. 

 
Option #2: MEDEFENSE PLUS 
 
Defense costs and civil fines and penalties coverage for HIPAA, Billing Errors, and Emergency Medical 
Treatment and Labor Act (EMTALA) proceedings 
 

HIPAA plus … 
 

Billing Errors and Omissions Exposure 
Federal and state agencies and commercial payors are continuing intensive auditing and investi-
gatory efforts to uncover over-utilization, improper billing and other fraud and abuse violations. 
• Broad definition of billing errors proceedings to include audits/investigations/proceedings insti-

tuted by a governmental health payer (Medicare/Medicaid), commercial payer, qui tam plain-
tiff, or resulting from voluntary self-disclosure. 

• Payment for approved shadow audits. 
 
EMTALA Exposure 
Physicians, medical groups and hospitals face “patient dumping” exposure under the Emergency 
Medical Treatment Active Labor Act (EMTALA).  Fines and penalties for EMTALA violations can 
cost hundreds of thousands of dollars.  (Note: EMTALA is not available for Emergency Room Phy-
sicians and Facilities) 

 
Limits Available: Up to $1,000,000 each claim / $5,000,000 aggregate 
 
Minimum Deductible: $1,000 
 
Special Features:       
• Full Prior Acts Coverage (excluding prior knowledge and prior/pending proceedings) 
• Broad definition of Insured (physicians, the entity, current employees, directors and officers) 
• Waiver of co-insurance if panel attorney is selected 
 

hci has markets 
for all your  

medical clients!! 
 
 

Ambulatory Surgery 
Centers, Hospitals, 

Clinics,  Nursing 
Homes, 

 Medical Labs,  
 Dialysis Centers, 

Hospices, Medi-spas, 
Physicians & Surgeons, 

Emergency Medical 
Transportation,  
Medical Staffing 

Agencies, 
 & more! 


